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NO.1 The FortiWeb machine learning (ML) feature is a two-phase analysis mechanism.

Which two functions does the first layer perform? (Choose two.)

A. Determines whether an anomaly is a real attack or just a benign anomaly that should be ignored
B. Builds a threat model behind every parameter and HTTP method

C. Determines if a detected threat is a false-positive or not

D. Determines whether traffic is an anomaly, based on observed application traffic over time
Answer:BD

Explanation

The first layer uses the Hidden Markov Model (HMM) and monitors access to the application and
collects data to build a mathematical model behind every parameter and HTTP method.

NO.2 You are configuring FortiAnalyzer to store logs from FortiWeb.
Which is true?

A. FortiAnalyzer will store antivirus and DLP archives from FortiWeb.

B. You must enable ADOMs on FortiAnalyzer.

C. To store logs from FortiWeb 6.4, on FortiAnalyzer, you must select "FrotiWeb 6.1".
D. FortiWeb will query FortiAnalyzer for reports, instead of generating them locally.
Answer: B

NO.3 What is one of the key benefits of the FortiGuard IP reputation feature?

A. It maintains a list of private IP addresses.

B. It provides a document of IP addresses that are suspect, so that administrators can manually
update their blacklists.

C. Itis updated once per year.

D. It maintains a list of public IPs with a bad reputation for participating in attacks.

Answer: D

Explanation

FortiGuard IP Reputation service assigns a poor reputation, including virus-infected clients and
malicious spiders/crawlers.

NO.4 Refer to the exhibits.
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Edit Server Poal

Name
Protocol

Type

Persistence

Transparent Inspection

WCCP
Single Server/Server Balance Single Server
Server Health Check availability-check1 -
Load Balancing Algorithm Round Robin v

session-persistence-cookie1 -

Comments 0/19% (bytes)
Cancel
=+ CreateNew [ i
ID IP/Domain Status Port HTTP/2 Inherit Health Check Server Health Check Backup Server  SSL
1 10.0.1.21 Enable 80 Disable Yes Disable Disable
2 10.0.1.22 Enable 80 Disable Yes Disable Disable
Edit Virtual Server
Name vserver
Use Interface IP »
|IPvd Address 10.0.1.8/255.255.255.0
|Pv6 Address =10
Interface port1 v

FortiWeb is configured in reverse proxy mode and it is deployed downstream to FortiGate. Based on
the configuration shown in the exhibits, which of the following statements is true?

A. FortiGate should forward web traffic to the server pool IP addresses.

B. The configuration is incorrect. FortiWeb should always be located upstream to FortiGate.
C. You must disable the Preserve Client IP setting on FotriGate for this configuration to work.
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D. FortiGate should forward web traffic to virtual server IP address.
Answer: D

NO.5 Which of the following FortiWeb features is part of the mitigation tools against OWASP A4
threats?

A. Sensitive info masking

B. Poison Cookie detection

C. Session Management

D. Brute Force blocking

Answer: C
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